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Information Assets Page 9 Chapter Il. Identifying Critical Assets and Conducting A Vulnerability Assessment Key
Terms Critical Asset An asset that supports national security, national economic security, and or crucial public
health and safety activities. Any circumstance or event that could harm a critical asset Threat through
unauthorized access, compromise of data integrity, denial or disruption of service, or physical destruction or
impairment. Vulnerability assessment An examination of the ability of a system or application, including
current security procedures and controls, to withstand assault. A vulnerability assessment may be used to ( 1)
identify weaknesses that could be exploited; and ( 2) predict the effectiveness of additional security measures in
protecting information resources from attack. Vulnerability audit The process of identifying and documenting
specific vulnerabilities in critical information systems. Introduction Water, electricity, gas, communications (
voice and data ), rail, aviation, and other critical functions are directed by computer controls over vast
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